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BoAeuIo 3BeHo:
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@AKYJITET IIO I43T{UC]II4TE]IHA TEXHUKA I,I ABTOMA

Anorauuq:

OcnosHara rleJr Ha AlrcurannuHara e Aa ocurypu Ha cryAeHTLITe 3HaHH, v yMeHHr- s o6nacrra Ha

TexHoJrornnre H cpeAcrBara 3a np[naraHe Ha rexHnKr,r 3a cnrypHocr H 3aIIIHTa Ha unQopuaIIHoHHI{Te

cucreMr.{. Pa:rnex,(ar ce Bbnpocn, cB}p3aHH c ocuryprBaHero Ha xonQuAenrluzlJlHosr, qtJlocrHocr I.I

HaJrrrqHocr Ha unQoprrlaunxm. O6prrqa ce BHlrMaHHe Ha npI,IHIILI[HTe Ha KoMnrcTbpHara I{ MpexoBa

curypHocr, orIeHKa Ha pncKa, KoHrlenq[r.rre Ha AoBepeHocr. AHannsnpar ce cbBpeMeHHI,I MpexoBI,I MoAeJIH

H perrreHu.rr or no3urlr,u Ha MpexoBa lr nHQopuarIHoHHa cr,rrypHocr 3a nogturane Ha o[THMzIJIHo

cborHo[reHr,re Ha MoAyJrHoct, yc,rofi.rllBocr, rbBKaBocr, cl,IrypHocr H JIecHo ynpaBJreHLIe, Pasrnex,uar ce

Br.rAoBe utaKr v 3JroHaMepeH KoA cpe[ry raHQopuaqnoHHara cl,IrypHocr, KaKTo II TeXHHKH H cpeAcrBa sa

TrxHoro 6norupane- cucreMn 3a pa3no3HaBaHe lr [peArrzrBaHe or araKH. flpe4craneHu ca rexH[KH 3a

3aurnTa le.a6azu AaHHL n Web
OcHoanH pa3AeJII.r Ha cbAbpxaHuero:

o Kouqenunn 3a pucK, 3arrlaxn, yr3BuMocru n araKn. Mex4yHapoAHLI craHAapru 3a cl,IrypHocr.
o AsrelmnKawtt, oroplr3aqnf H aKayHrI,IHr (AAA). KoHrpol Ha Aocr6[a.
o llpunur,rrru Ha cr,rrypHocrra npn npoeKrr{panero. MoAen na nafi-lramme rtpLIBHrerHIl H H3oIIaqI,Ifl.

. CnrypHocr or run rpafi-go-xpaft. 3aulura s Ar[6oqHHa. BalngupaHe Ha.qaHHure.
o CrlAanane Ha cr{rypeH KoA.
. 3armaxn H araKu cpeuy cHrypHocrra. 3norpeAen coQryep (malware, spylvare, botnets, rootkits).
o MoAe.u na Web clrrypHocr. Crlrypnocr Ha 6paystpu.
o YnpasneHrre Ha cecnuv aBreHrHKauI{t. flpororon HHTPS. XSS. CSRF.
. CurypHocr or crpaHara Ha KJrr,reHra. Curypnocr Ha cookies. CnrypHocr npu plug-in.
o YxgsnMocrr{ Ha flprrJroxeHlr.trTa c 6asu AaHHH. SQL r,rnxemnpaHe.
. CurypHocr or crpaHa Ha cbpBapa. Web Application Firewall.
o OpraHnsa\ua HaapxuBr,r. MoAenn. flpuHulrnu.
o MpexosH araKu. Trnose araKu - Denial of Service (DoS), Distributed DoS, ,,CouuareH

HHxeHepLIHr" u Phishing.
o Apxrrerrypn Ha cr.{rypHu Mpexu. Curypnocr npl{ KoMyHLIKaq[oHHH KaHzIJIH I,I Mapmpyru3lapiulu

rporoKoJrr{. Secure DNS. Hsonaqm.

@opua Ha r.r3HacrHe Ha yve6Horo cbAbpxaHue:
Jlexurau- BKlroqBar o6rqo 15 reun.
Jla6oparopnu yflpiDrueHr,rr - npoBexAar ce B cneq]raJru3upaHa KoMnrcTbpHa na6oparopur, Karo ce AaBa

B63MoxHocr Ha cryAeHTHTe Aa npunoxar Ha npaKrnKa nonyqeHl.ITe 3HaHI,IrL flponex,{ar ce KoHTpoJIHH


